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Leveraging OMG Standards: SwA Ecosystem+
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Information Security Objectives

e Establish standard based, Assurance
Framework to enable automated, consistent,
repeatable C&A process

 The Assurance Framework provides common

and consistent guidance and communications

« Capturing a goal-aligned traceability Model
« Obtaining fact based evidence

» Assessing residual risk based on discovery non-
compliance parts
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A Simple Assurance Case Structure
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C&A Process with the Traceabllity Model
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Achievable Continuous Assurance

System watchdog:

continuous assessment to verify
that nothing is sneaking into the
development and operational
stream

Policy enforcement on Data 2
- Information discovered in context

New/changed
Components &
Configuration

1

Information Value
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